




CONTRACTING IN THEAGE OF THE INTERNET OF THINGS

results in an allocation of risks to the weaker party.""3 9 High levels of
information asymmetry favoring sellers can lead to gross inequalities in
bargaining power, and where this is combined with contract terms that
heavily benefit the party with superior bargaining power, such as
unilateral amendment rights, it may confirm indications that the
consumer did not assent to the contract or had no real meaningful choice
or alternative. Article 2 should clearly authorize courts to find
unconscionability in such an instance. Consider, for instance, that
OfficeMax obtained information about the death of a father's daughter,
which it purchased from a third-party data broker, and sent a targeted
mailing to the father addressed to "Daughter Killed in Car Crash or
Current Business."400 Data brokers have attempted to sell lists of rape
victims, alcoholics, and erectile dysfunction sufferers.'"

Case law suggests that a seller's knowledge of the buyer can be
considered in a contract formation and unconscionability analysis
where the seller knew that the buyer was not fluent in the language
used in the contract, or where the seller had knowledge of the buyer's
limited financial resources.40 2 However, courts are generally disinclined
to allow contract defenses such as unconscionability to serve as a basis
for contract avoidance.40 3

In addition to assessing potential language barriers and awareness
of consumer finances, a merchant's knowledge of the individual buyer
gained from JOT data should also be considered when evaluating
contract formation and defenses in the new interface-free contracting
environment. Courts must be willing to let go of their reluctance to strike
down unconscionable contract terms.40 4 As currently applied by courts,
the doctrine of unconscionability holds consumers accountable for their
failure to read but does not adequately account for increased levels of

399. RESTATEMENT (SECOND) OF CONTRACTS § 208 cmt. d (AM. LAW INST. 1981).

400. Kashmir Hill, OfficeMax Blames Data Broker for 'Daughter Killed in Car Crash'Letter,

FORBES (Jan. 22, 2014, 12:09 PM), htp://www.forbes.com/sites/kashmirhill/2014/01/22/officemax-

blames-data-broker-for-daughter-killed-in-car-crash-letter.
401. Kashmir Hill, Data Broker Was Selling Lists of Rape Victims, Alcoholics and 'Erection

Dysfunction Sufferers,' FORBES (Dec. 19, 2013, 3:40 PM), htp://www.forbes.com/sites/kashmirhill/
2013/12/19/data-broker-was-selling-lists-of-rape-alcoholism-and-erectile-dysfunction-sufferers.

402. See Jones v. Star Credit Corp., 298 N.Y.S.2d 264, 265-67 (Sup. Ct. 1969) (finding

unconscionability where there was a large disparity in value obtained and price paid, and that the
seller knowingly took advantage of the buyer); Frostifresh Corp. v. Reynoso, 274 N.Y.S.2d 757,
759-60 (Dist. Ct. 1966) (holding that a contract involving a sale of a refrigerator to a Spanish-
speaking couple was found to be unconscionable where the installment contract was in English and
was not translated or explained to the couple).

403. See Beh, supra note 397, at 1039-42 (describing the reasons for courts' reluctance to
allow successful use of the unconscionability defense, such as contract law's infatuation with
formalism and freedom of contract).

404. See RESTATEMENT (SECOND) OF CONTRACTS § 208 cmt. a (AM. LAW INST. 1981).
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information asymmetry, which may further incentivize companies to use
one-sided contract terms and unilaterally amend terms of use to the
detriment of consumers.40 5 Amending section 2-302 to acknowledge
information asymmetry and high levels of Contract Distancing should
encourage courts to be more open to finding unconscionability in
consumer contracts.

The U.S. approach to addressing unconscionability in electronic
form contracts is quite different from the view taken in the European
Union ("EU").40 6 The EU Directive contains a non-exhaustive list of
form contract terms that are deemed to be unfair and invalid.40 7 Jury trial
and class action waivers and mandatory arbitration provisions fall into
that category.40 8 Where a contract term is deemed unfair, the term will
not be binding on consumers, but the contract will still be enforceable if
it is "capable of continuing in existence without the unfair terms., 40 9 The
EU Directive provides a great starting point for consumer friendly
revisions to Article 2. American companies operating in Europe have
been required to amend their form contracts to comply with legislation
adopted by EU states in accordance with the EU Directive.410 In 2004, a
French court found thirty-one provisions of AOL's form contract unfair
and void, including a provision which provided that the use of the
website constituted acceptance of web site terms and a provision that
granted AOL the right to unilaterally modify the contract terms.41' If this
dispute had been heard in a U.S. court, it is likely that these AOL
contract provisions would have withstood an unconscionability and
assent analysis.

412

405. See supra Part V.A.2.a.
406. See Jane K. Winn & Mark Webber, The Impact of EU Unfair Contract Terms Law on

U.S. Business-to-Consumer Internet Merchants, 62 BUS. LAW. 209, 212-13 (2006).
407. Council Directive 93/13/EEC, art. 3, 1993 O.J. (L 095) (EC). Under the EU Directive,

form contract provisions that result in a significant imbalance in the parties' rights and obligations
under the contract to the detriment of the consumer are also viewed as unfair. Id.

408. See id. The directive explicitly bans mandatory arbitration provisions. Id.; see also
Zealander v. Laing Homes Ltd., 2 T.C.L.R. 724 (2000) (interpreting the Unfair Terms in Consumer
Contracts Regulation, which was adopted to give effect to the EU Directive, and striking down a
mandatory arbitration provision in a consumer contract).

409. Council Directive 93/13/EEC, supra note 407, art. 6.
410. See Winn & Webber, supra note 406, at 209-10.
411. Id. at 223-24; see Bradley Joslove & Andrei V. Krylov, Standard American Business to

Consumer Terms and Conditions in the EU, 18 MICH. INT'L LAW., no.2, Spring 2005, at 2-3.
412. See Winn & Webber, supra note 406, at 225.
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Consider that Amazon's U.S. terms and conditions contain a class
action ban, a mandatory arbitration provision that excludes small claims,
and a waiver of the right to a jury trial.413 In contrast, Amazon's U.K.
terms and conditions do not contain such provisions.414 Amazon's
arbitration provisions have withstood unconscionability attacks by U.S.
consumers.41

1 U.S. consumers should be afforded protections under
Article 2 similar to those found in the EU Directive. Imposing such
protections would not be burdensome on companies, as many companies
have already adapted their form contracts to comply with consumer
protection standards in the EU.

Given recent Supreme Court decisions restricting the ability of
states to enact legislation that prohibits mandatory arbitration and class
action waiver provisions and limiting the authority of state courts to use
contract law doctrines to invalidate such clauses, Article 2 is unlikely to
be the appropriate instrument for addressing such provisions.416

Congressional intervention to prohibit the use of such anti-collective
action provisions in consumer contracts is sorely needed.41 7 Such an

413. See Amazon Dash Button and Amazon Dash Replenishment Terms of Use, supra note 19.
414. See Conditions of Use & Sale, AMAZON.CO.UK., http://www.amazon.co.uk/gp/help/

customer/display.html?nodeld-1040616 (last updated Aug. 4, 2015).
415. See, e.g., Fagerstrom v. Amazon.com, Inc., No. 15-cv-96-BAS-DHB, 2015 U.S. Dist.

LEXIS 143295, at *30-48 (S.D. Cal. Oct. 20, 2015) (holding that Amazon's arbitration provisions
were not unconscionable when consumers contended that Amazon overstated the amount of
discounts consumers would receive from Amazon in comparison to discounts from other retailers).

416. In AT&T Mobility LLC v. Concepcion, the Supreme Court noted that while the Federal
Arbitration Act ("FAA") restricts the application of state law to evaluate the fairness of arbitration
provisions, the FAA does not preempt the use of "generally applicable contract defenses" subject to
the FAA's overriding policy favoring arbitration. 131 S. Ct. 1740, 1746 (2011) (citation omitted);
see also Sanchez v. Valencia Holding Co., LLC, 353 P.3d 741, 745-46 (Cal. 2015) (applying the
doctrine of unconscionability to evaluate the validity of class action waiver and arbitration
provisions and noting that, under Concepcion, contract defenses, such as the doctrine of
unconscionability can be used to invalidate such provisions, as long as they are applied
"evenhandedly and do not interfere with fundamental attributes of arbitration"). In DirecTV, Inc. v.
Imburgia, plaintiff-consumers initiated a class action and contended that the company imposed
illegal early termination fees. 135 S. Ct. 463, 466 (2015). The service terms and conditions, which
were governed by the FAA, provided that the class action arbitration provisions would be
ineffective if state law would find the provisions unenforceable. Id. The lower California court held
that the reference to state law in the arbitration clause required the application of that state's law
because the parties were free to refer to California law in the contract, as it would have been absent
federal preemption. Id. at 467. The court concluded that California's interpretation of the phrase,
"law of your state," did not place arbitration contracts "on equal footing with all other contracts"
and was preempted by the FAA. Id. at 468.

417. A congressional bill introduced in 2015 would prohibit the enforcement of mandatory
arbitration provisions in employment, consumer, antitrust, and civil rights disputes. See Arbitration
Fairness Act of 2015, S. 1133, 114th Cong. § 3; Arbitration Fairness Act of 2015, H.R. 2087, 114th
Cong. § 3. The Consumer Financial Protection Bureau is also currently considering a proposal to
ban class action waiver provisions in consumer financial contracts. See CFPB Considers Proposal
to Ban Arbitration Clauses that Allow Companies to Avoid Accountability to Their Consumers,
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approach would prohibit the use of such clauses even though state courts
may not always strike down these provisions under an unconscionability
analysis. One could argue that this approach impedes freedom of
contract. However, these anti-collective action provisions should be
prohibited given the extent to which corporations use them to insulate
themselves from consumer liability.41

Moreover, a recent empirical study of consumer contracts suggests
consumers assume they have a right to judicial process that cannot be
varied by contract and are unwittingly waiving these rights because they
fail to understand the consequences of entering into consumer
contracts.41 9 The study found that only nine percent of the 5000
respondents realized that the sample credit card form contract contained
an arbitration clause that would prevent them from suing in court, and
although the class action waiver was printed twice in bold in the sample
contract, more than seventy percent of the respondents failed to realize
that they could not participate in a class action.420 Companies are well
aware that consumers fail to adequately understand form contract
terms.421 Further, once a court upholds a mandatory arbitration provision
and dismisses a class action, very few consumers elect to use the

CFPB (Oct. 7, 2015), http://www.consumerfinance.gov/newsroom/cfpb-considers-proposal-to-ban-
arbitration-clauses-that-allow-companies-to-avoid-accountabiity-to-their-customers.

418. CFPB Considers Proposal to Ban Arbitration Clauses that Allow Companies to Avoid
Accountability to Their Consumers, supra note 417. A party may contractually insulate itself from
civil but not criminal liability. Corporations are recognized as subjects for purposes of criminal laws
and can be held criminally liable for the federal crimes of their employees and agents. See 1 U.S.C.
§ 1 (2012) ("[T]he words 'person' and 'whoever' include corporations, companies, associations,
firms, partnerships, societies, and joint stock companies, as well as individuals."); CHARLES DOYLE,
CONG. RESEARCH SERV., R43293, CORPORATE CRIIINAL LIABILITY: AN OVERVIEW OF FEDERAL

LAW 2-5 (2013). Criminal liability may deter corporations from engaging in behavior that may be
harmful to consumers. See State v. Graziani, 158 A.2d 375, 381-84, 387 (N.J. Super. Ct. App. Div.
1959) (finding a corporation and its officers criminally liable for unlawfully conspiring to obtain
money by false pretenses from members of the general public by falsely representing to some
customers that certain cars were leftover new cars when in fact they were used cars). Critics of
corporate criminal liability have often contended that corporations cannot form the specific intent to
commit certain criminal offenses and are not actors for the purposes of relevant criminal standards.
See Jeffrey F. Ghent, Annotation, Criminal Liability of Corporation for Extortion, False Pretenses,

or Similar Offenses, 49 A.L.R. Fed. 3d Art. 2 (1973); Nora A. Uehlein, Annotation, Corporation's
Criminal Liability for Homicide, 45 A.L.R. Fed. 4th Art. 2, 6 (1986). Despite the potential role of
criminal law in discouraging abusive practices against consumers, criminal law is unlikely to be
able to fully protect consumers from contractual abuse. Thus, contract law must also play an
important role in safeguarding consumers.

419. Jeff Sovern et al., "'Whimsy Little Contracts" with Unexpected Consequences. An

Empirical Analysis of Consumer Understanding of Arbitration Agreements, 75 MD. L. REV. 1, 47-

51(2015).
420. Id. at 47, 54-55.
421. See Silver-Greenberg & Gebeloff, supra note 20.
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422arbitration process. These concerns justify prohibiting the use of such
clauses in consumer contracts.

F Addressing the Agency Problem

Lastly, Article 2 should be amended to more specifically address
the question of agency in IOT consumer contracts. Section 1-103
suggests that common law principles of agency are applicable to Article
2 contracts.423 As discussed in Part III, above, agency law may not
effectively protect consumers in IOT Contracts.424 Courts must be
cautious in applying common law agency principles to IOT consumer
contracts. Article 2 should be amended to provide that consumers are not
automatically bound to contracts entered into on their behalf by IOT
robotic devices under traditional agency principles.

If IOT devices are ultimately provided with the capacity to think
and act independently so that they qualify as agents under agency
principles, the extent to which consumers should be bound to IOT
Contracts under an agency rationale should depend, in part, on whether
the IOT device can fulfill its fiduciary duties to the consumer and the
amount of control that the consumer has over the IOT device. This
depends on the amounts and types of data that the IOT device will be
disclosing to the manufacturer or retailer while simultaneously
contracting on behalf of the consumer, as well as whether the consumer
will have the ability to prevent the IOT device from disclosing certain
types of data. The more confidential the data (for instance, biometric
data or health data) or where a consumer's ability to restrict disclosure of
her data without rendering the device useless is limited, the less likely it
is that a consumer should be bound to one-sided contract terms under an
agency rationale. Further, in assessing the validity of contract defenses
such as mistake, a consumer should not automatically be deemed to have
assumed the risk of mistake simply because they have elected to contract
using an IOT electronic agent. As I have discussed above, IOT devices
have been created by companies to encourage consumers to use these
devices to purchase goods without accessing the company's website,
which contains contract terms, as well as to encourage brand loyalty.425

422. Id. Additionally, consider, for instance, that consumers can be sued for failing to pay old
debts by debt collectors but anti-collective action provisions in such contracts prohibit these
consumers from suing these companies. Jessica Silver-Greenberg & Michael Corkery, Creditors
Sue, Then Block Use of Courts to Fight Back, N.Y. TImMS, Dec. 23, 2015, at Al.

423. See U.C.C. § 1-103 (AM. LAW INST. & UNIF. LAW COMM'N 2001).

424. See supra Part III.
425. See supra notes 80-83 and accompanying text.
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In short, in the age of the lOT, contract-formation and contract-
defense rules, as well as agency principles, should not be used to
automatically bind consumers to contracts of adhesion without
accounting for the new contracting environment. Courts should
reevaluate concepts crucial to the application of the contract defenses of
misrepresentation, mistake, and unconscionability, such as lack of a
meaningful choice, unfair surprise, unequal bargaining power, justifiable
reliance, and assumption of risk, all of which were discussed in Part V,
above.426 In conducting this reevaluation, this Article suggests that
courts, the ULC, and the ALI adopt an Article 2 framework that
adequately considers the ways in which increased levels of information
asymmetry and Contract Distancing impact contract formation and
standards related to contract defenses in the new, interface-free
contracting environment.

VII. CRITIQUES

A. Conscious Consumer Ignorance and Responsibility

The first critique of the arguments posed in this Article is a
normative one. Even if the IOT incentivizes consumers to fail to read
contracts, consumers should be held accountable for their failure to read.
A number of cognitive and psychological reasons have been offered to
explain consumers' reasons for failing to read contracts, including
bounded rationality, rational ignorance, disposition, and defective
capability limits. 427 Generally, consumers are aware that, even if they
read consumer contracts, it is highly unlikely that large retailers like
Amazon will be willing to change contract terms, such as risk of loss,
class action and jury trial waivers, and forum-selection provisions.428 As
a result, consumers may simply decide to ignore contract terms.429

426. See supra Part V.

427. Barnes, supra note 277, at 254-59. According to the disposition limits theory, consumers

are optimistic and "underestimate the possibility of negative consequences resulting from their
behavior." Id. at 256. Unrealistic optimism is a behavioral bias that is found not only in consumers'
purchasing of goods but also in consumers' use of credit cards. See Ebon S. Nelson, Young
Consumer Protection in the "'Millennial" Age, 2011 UTAH L. REv. 369, 380-81 (2011). Defective

capability limits include several potential heuristics, such as when people: (1) evaluate data based
on factors immediately available to them, often giving disproportionate value to such factors; (2)
make erroneous decisions based on statistically unsound samplings of data they nevertheless judge
to be sufficiently representative; (3) value present and immediate benefits and expenditures
disproportionately more than they value benefits or expenditures which may occur in the future; or
(4) systematically underestimate the risks that they undertake. Barnes, supra note 277, at 257-59.

428. Barnes, supra note 277, at 259.

429. Id.
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Further, as Nancy Kim and Jeremy Telman have argued:

[Internet companies] use contracts to insulate themselves from legal
claims that derive from consumer protection legislation .... [As a
result, u]ntold hours of toil in the realm of public policy advocacy are
undone with the stroke of a pen, or more likely, with a reflexive and
unreflective click on an "I agree" icon.430

Consider that courts have allowed companies to use arbitration
agreements to defeat consumer claims under federal and state debt
collection statutes.4 3'

It is worth noting that this Article does not adopt the position that
courts should strike down all consumer JOT Contracts simply because
consumers are unlikely to read such contracts. Rather, I claim that the
JOT will bring about a new, automatic, and interface-free contracting
environment that is likely to further exacerbate this problem while
simultaneously benefiting companies such as Amazon and other big
brands that will reap the rewards of locking consumers into their
products, while locking their competitors out.

4 3 2 Dash Buttons are
configured to purchase only replacement goods from a specific brand.433

Glad Dash Buttons can only order trash bags produced by Glad, and
cannot purchase replacement trash bags from competing brands.
Amazon only provides a Dash Button for certain large brands such as
Bounty, Olay, and Clorox.434 Consumers who elect to use the Dash
Button will only be given the option to purchase replacement goods
from brands that have been approved by Amazon.435 Thus, companies
that manufacture and provide JOT devices to consumers will have a
significant advantage over companies that do not.

Consumers are unlikely to be fully safeguarded from contractual
abuse and contractual provisions that restrict their right to legal recourse
in the JOT setting, given the current absence of clear consumer

430. Nancy S. Kim & D.A. Jeremy Telman, Internet Giants as Quasi-Governmental Actors

and the Limits of Contractual Consent, 80 MO. L. REv. 723, 753 (2015).

431. Grant-Fletcherv. Collecto, Inc., No. RDB-13-3505, 2014 U.S. Dist. LEXIS 64163, at *28
(D. Md. May 9, 2014) (enforcing an arbitration provision in favor of a debt collection company
and noting that "keeping in mind the broad federal principle favoring arbitration, the
claims pursuant to the Fair Debt Collection Practices Act and the Maryland Consumer Debt
Collection Act are squarely within the scope of the valid Arbitration Agreement that is enforceable

by Defendant Collecto").
432. Needleman, supra note 168.

433. Id.

434. Id.

435. See id.
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protection provisions in Article 2 and courts' current interpretations of
contract law principles.436

Neither traditional contract law principles nor Article 2 have
historically provided complete protection from contractual abuse in the
consumer setting. However, the harms that consumers may face in the
1OT setting are significant and may have grave consequences for
consumers. Examples of potential problems discussed in this Article
include exacerbation of the lack of reading and understanding problem
due to increased levels of Contract Distancing and manipulation of the
1OT lifestyle, biometric, and health data to generate an even more
accurate picture of consumer habits, which may lead companies to target
consumers for contracting. 1OT devices may generate data about adults
who purchase these devices, as well as data about the preferences and
activities of children and guests in a consumer's household.437 These
concerns warrant a new approach in the application and interpretation of
traditional contract law and agency principles.

B. Lowered Transaction Costs

A second concern is that form contracts, including those with class
action waiver, unilateral amendment, and forum-selection clauses, are
beneficial to consumers and companies because they lower transaction
costs.438 These lowered transaction costs include lower agency costs,
certainty regarding contract terms, and negotiation-free contracts.439

Such savings are supposedly passed on to consumers in the form of
lower prices. 440 Additionally, one could also argue that if form 1OT
Contracts were individually negotiated or contained more balanced
provisions, such as allowing consumers to sue in their home state, JOT
devices would become more expensive to make. Such an increase in

436. See supra Part IV.
437. However, to the extent that the Children's Online Privacy Protection Act is applicable to

IOT transactions, companies may be prohibited from collecting and using the information of
children under 13 years of age. 15 U.S.C. §§ 6501-6506.

438. See ROBERT COOTER & THOMAS ULEN, LAW AND ECONOMICS 302-04 (5th ed. 2008);

Mark R. Patterson, Standardization of Standard-Form Contracts: Competition and Contract

Implications, 52 WM. & MARY L. REV. 327, 342-45 (2010). Form contracts allow goods to be
provided to a larger segment of the population than would be possible if contracts were individually
negotiated. Russell, supra note 271, at 160.

439. See John J.A. Burke, Contract as Commodity: A Nonfiction Approach, 24 SETON HALL

LEGIS. J. 285, 289 (2000).
440. See Horton, supra note 287, at 622. A study of consumer financial contracts conducted by

the Consumer Financial Bureau found no evidence that the inclusion of mandatory arbitration
provisions led to decreased prices for consumers. See CONSUMER FIN. PROT. BUREAU,
ARBITRATION STUDY: REPORT TO CONGRESS, PURSUANT TO DODD-FRANK WALL STREET REFORM

AND CONSUMER PROTECTION ACT § 1028(a), § 10.3, at 15 (2015) [hereinafter "CFPB STUDY"].
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production costs could result in manufacturers electing not to make these
devices, or consumers not being able to afford JOT devices once they are
made. However, a recent study suggests that the inclusion of standard
form contract terms, such as arbitration provisions, does not lead to
decreased prices for consumers.44' It is questionable whether the
exclusion of such terms from form contracts will automatically lead to
higher prices for consumers.

In the JOT context, transaction costs for sellers and consumers may
also be lowered, as sellers can now easily explain contract terms to
consumers, which can be a central factor when assessing
unconscionability. Consumers will also have easier access to
information about products.442 For instance, as discussed in Part V,
above, JOT devices, such as the Jibo home robot, may be able to easily
find consumer reviews and warranty information on products and inform
consumers of them, thereby lowering the transaction costs for consumers
searching for information about products and contract terms.443

Further, law and economics scholars attempt to negate the concerns
of contract scholars that unequal bargaining power can result in unfair
contract terms by arguing, in part, that each contract term generates
value for at least one party to the contract.444 These scholars contend that
"[p]arties jointly choose the contract terms so as to maximize the
surplus, which the parties may then divide unequally. 445

Forum-selection clauses, unilateral amendment provisions, and
class action waiver provisions may lower transaction costs for
companies that impose such provisions, but may increase costs for
consumers, and any savings received by companies through the use of
such provisions may not be passed on to consumers. Forum-selection
clauses can be a serious deterrent to consumer litigation, thereby
insulating companies from liability. 446 Consumers with limited resources
may elect not to sue in a distant venue and, as a result, will forego
receiving compensation for their injuries. Consumers who elect to
initiate the litigation process may ultimately accept smaller settlements
during negotiations, as they may become overwhelmed by the costs and
uncertainties involved in litigating in a foreign forum.447 Class action
waivers require consumers to individually litigate or arbitrate claims. 448

441. See CFPB STUDY, supra note 440.

442. See infra notes 443-44 and accompanying text.
443. See supra Part V.B.

444. Choi & Triantis, supra note 303, at 1679.
445. Id. (citations omitted).
446. Purcell, supra note 225, at 455.

447. See id. at 445-48.
448. See CFPB Considers Proposal to Ban Arbitration Clauses that Allow Companies to Avoid
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Individual consumers must generally bear the costs of bringing such
claims rather than sharing these costs with class members.449 Unilateral
amendment provisions permit companies to amend contract terms,
including choice of law provisions.450 Such amendments do not impact
the price of the product purchased under the original contract, and
therefore, companies which use such provisions cannot share a portion
of the litigation savings they receive with consumers who accept a one-
sided amended contract term. Thus, consumers who have already
purchased a product from a company are unlikely to be compensated for
accepting a unilateral amendment provision.45' Moreover, consumers
who are unhappy with a company's unilateral amendment of a contract
provision are unlikely to elect to reject such terms and contract with
other companies, as the form contracts of other companies will also
likely contain a unilateral amendment provision.

While the use of form contracts in the consumer setting has
advantages, including the potential lowering of transaction costs, there
are also significant drawbacks to using such contracts in both the IOT
and non-IOT consumer setting.452 Companies routinely exert social
pressure on consumers to sign contracts without reading the terms,
thereby "draw[ing] upon a host of social conventions and influences that
lead people into quiet compliance when signing standard form
contracts.453 Companies such as Facebook and Google routinely use
social shaming and pressure to shape public opinion and legitimize
questionable provisions in their form contracts (for example, data
collection provisions).

454

As companies obtain more data about individual consumers via the
IOT, they will be able to create even more ingenious ways to encourage
consumers to sign form contracts without reflection, understanding, or
review. Companies know that consumers are unlikely to read contract
terms and may be tempted to include abusive terms, as well as use form
contracts and data generated by the IOT to discriminate between
consumers.455 Companies are also aware that one-sided contract terms

Accountability to Their Consumers, supra note 417.

449. See id.

450. Horton, supra note 287, at 636-37.
451. Id. at 609.

452. See supra notes 438-51 and accompanying text.
453. Hillman & Rachlinski, supra note 241, at 450; see Barnes, supra note 277, at 260.

454. See Kim & Telman, supra note 430, at 731-32.

455. Contract scholars have also argued that sellers may include inefficient terms in form
contracts to differentiate between different types of consumers. See David Gilo & Ariel Porat, The
Hidden Roles of Boilerplate and Standard-Form Contracts: Strategic Imposition of Transaction

Costs, Segmentation of Consumers, and Anticompetitive Effects, 104 MICH. L. REv. 983, 988-1003
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that strip away consumer rights, and which are offered on a take-it or
leave-it basis, will be upheld by courts where the company's website
contains a conspicuous disclosure of the terms.456 Courts routinely hold
that in such an instance the consumers had notice and an opportunity to
review the contract terms.457 In some instances, courts have allowed
notice of a seller's terms and conditions to defeat consumer claims of
false advertising and deceptive practices, although such notice may be
inadequate for assessing consumer assent to contract terms.458

Moreover, the lowered transaction cost benefits of form contracts
may not outweigh the many consumer concerns posed by form JOT
Contracts, including increased information asymmetry and Contract
Distancing. Although JOT devices may make it easier for consumers to
obtain information about products, access customer reviews, and even
explain warranty information to consumers, this may not serve as an
adequate proxy for explaining the legalese oftentimes contained in the
terms and conditions of companies' websites.

C. Increased Consumer Bargaining Power and Decreased
Information Asymmetry

Another notable critique is that the IOT may increase consumer
bargaining power and will decrease, rather than increase, preexisting
information asymmetry in consumer contracts. This critique is a
continuation of the lowered transaction costs argument posed above. If
the transaction costs of consumers searching for information are lowered
because product and contract information is readily available to
consumers via IOT devices, then consumers will have more information
about products and contract terms before contracting. As a result,
information asymmetry in consumer contracts will be decreased, and
consumers will have more bargaining power.

(2006); Jonathan Klick, The Microfoundations of Standard Form Contracts: Price Discrimination

vs. Behavioral Bias, 32 FLA. ST. U. L. REV. 555, 562-69 (2005) (contending that form contracts can
be used as a price discrimination mechanism).

456. See Hillman & Rachlinski, supra note 241, at 489-90.

457. Id. at 487-88.
458. See Handy v. LogMeln, Inc., No. 1:14-cv-01355, 2015 U.S. Dist. LEXIS 97021, at *21-

23 (E.D. Cal. July 24, 2015) (holding that notice of a company's terms and conditions of use was
sufficient to defeat consumer claims under California's Unfair Competition and False Advertising
Statute); Nancy Kim, Good Enough Notice Even if not for Assent, LAW PROF. BLOGS NETWORK
(Aug. 24, 2015), http://lawprofessors.typepad.com/contractsprof blog/2015/08/good-enough-
notice-even-if-not-for-assent.html (contending that the Handy court held that there was notice
good enough to defeat the consumer's claims-even if that notice might not be sufficient for
contract formation).
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Scholars have contended that the Internet has increased consumer
bargaining power as more consumers have taken to Twitter, Facebook,
and YouTube to share their dissatisfaction with contract terms and
products.459 Several companies, including United Airlines and Bank of
America, have relented in the face of widespread consumer criticism.460

Consumers have also exercised their newfound bargaining power
through local undertakings, such as the farm to table movement. One
could argue that the IOT, which is the next evolution of the Internet,
may facilitate the creation of similar consumer movements, thereby
increasing consumer bargaining power in IOT Contracts. However,
companies have attempted to restrain this supposed increase in consumer
bargaining power by restricting the ability of consumers to post negative
reviews through the use of non-disparagement clauses in contracts, as
well as suing consumers who have given negative reviews.46

Moreover, as discussed in Part IV, above, the data suggests that
consumer reviews and complaints are not an adequate proxy for contract
terms, and these reviews are only effective to the extent that they are
seen and reviewed by other consumers.462 According to the concept of
bounded rationality, consumers "have limited time, money, energy, and
memory, and so cannot make 'perfect' decisions when entering into
contracts.1463 With the plethora of available product descriptions and

459. See Wayne R. Barnes, Social Media and the Rise in Consumer Bargaining Power, 14 U.

PA. J. Bus. L. 661, 693-96 (2012).

460. Id. at 694-95.
461. See Company That Threatened to Sue Negative Reviewer Just Lost Its Amazon Account,

NAT'L J. (May 9, 2014), http://www.nationaljournal.com/tech/company-that-threatened-to-sue-

negative-reviewer-just-lost-its-amazon-account-20140509; Alison Smith-Squire, Patient Who

Posted Bad Review of Dentist on Yelp Sued for £125,000 by Practice, with Legal Move Slammed as
Being a 'Poor' Substitute for Customer Service, DAILY MAIL (Feb. 1, 2015, 8:27 AM),
http://www.dailymail.co.uk/news/article-293480 1/Patient-posted-bad-review-dentist-Yelp-sued-
125-000-practice-legal-slammed-poor-substitute-customer-service.html; Herb Weisbaum, Can a

Company Stop You from Writing a Negative Online ReviewI Not if Congress Passes This Bill,
TODAY (Sept. 24, 2014, 9:58 AM), http://www.today.com/money/congress-wants-you-be-able-

criticize-companies-2D80168557. California has been adopting statutes to preclude non-
disparagement clauses, but such clauses are still permissible in consumer contracts in other states.
See CAL. CIv. CODE § 1670.8 (West 2014); Melanie Mason, Gov. Jerry Brown Signs Bill Protecting

Consumers' Online Reviews, L.A. TIMES (Sept. 9, 2014, 5:28 PM), htp://www.latimes.com/
local/political/la-me-pc-brown-bill-signing-20140909-story.html. The proposed Federal Consumer
Review Freedom Act would also prohibit the use of such clauses. H.R. 2110, 114th Cong. § 2
(2015). The FTC has recently attempted to discourage the use of non-disparagement clauses in

consumer contracts by instituting lawsuits against companies using such provisions. FTC Sues
Marketers Who Used "Gag Clauses, " Monetary Threats, and Lawsuits to Stop Negative Customer
Reviews for Unproven Weight-Loss Products, FED. TRADE COMMISSION (Sept. 28, 2015),
https://www.ftc.gov/news-events/press-releases/2015/09/ftc-sues-marketers-who-used-gag-clauses-

monetary -threats-lawsuits.

462. See supra Part IV.

463. Barnes, supra note 459, at 669.
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customer reviews, consumers may become so overwhelmed with this
wealth of available information that the data becomes unhelpful to them
in making purchasing decisions.464

Admittedly, Amazon and other large companies are certainly
concerned about public opinion and confidence in their JOT devices.465

As a result, these companies may eagerly seek to address consumer
concerns about JOT data collection. Despite this fear of public
opinion, to date, Amazon, like so many other companies, continues
to use contract terms that are detrimental to a consumer's right to
seek legal redress. The fear of negative public perception and an increase
in consumer bargaining power may not be significant enough to
encourage these companies to eliminate one-sided contract terms, even
in the JOT setting.

Other related objections are that information asymmetry in
contracts favors consumers over sellers and that information asymmetry
will decrease in the JOT context as consumers will have access to the
same data generated by JOT devices as companies. Following that line
of argument, a consumer should know how many times a device places
an order, as well as the rate at which they consume a product. Moreover,
consumers are not required to disclose to sellers information that they
have about the seller or the value of their goods.466 Sellers routinely
provide material information about their products to consumers.467

However, much of the information available to consumers about
sellers and goods is likely to come from consumer reviews, which are
also publicly available to sellers. Further, sellers and manufacturers are
likely to have more detailed information about their JOT devices than
consumers. Although consumer knowledge and access to information
about products may increase in the age of the JOT, it is also likely that
companies will have more information about individual consumers and
their preferences, which will further shift the power dynamics between
consumers and companies. Today, the vast majority of the data
generated by web-enabled devices is not collected or fully analyzed.468 A
large portion of the estimated economic value of the JOT will be

464. Peppet, supra note 14, at 729-30.
465. See Barnes, supra note 459, at 698 (contending that the ability of the consumer to post

comments to sites like Facebook that reach a widespread audience puts pressure on merchants to
worry about public opinion, adding to consumers' bargaining power).

466. Marc Ramsay, The Buyer/Seller Asymmetry: Corrective Justice and Material Non-
Disclosure, 56 U. TORONTO L.J. 115, 116, 120 (2006).

467. Id.

468. Jonathan Camhi, Here's What Happened in the Internet of Things This Week, BUS.
INSIDER (June 28, 2015, 3:00 AM), http://www.businessinsider.com/heres-what-happened-in-

internet-of-things-this-week-2015-6-27.
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maximized once companies begin to fully exploit the data generated by
the JOT. Once interoperability issues are remedied, companies will be
able to fully collect, analyze, and aggregate the multitude of data
generated by such devices.46 9

Through various digital marketing techniques, companies can use
data generated by IOT devices to predict the preferences, behaviors, and
habits of consumers and individuals in their households in real time. JOT
data could also be used in real time to allow companies to learn which
advertisements are most effective with specific consumers. There is
significant value in aggregating IOT data and categorizing consumers by
type to forecast consumer behavior. The FTC has acknowledged the
potential use of IOT data and predictive analytics to discriminate against
low income and underserved communities and to target vulnerable
consumers for fraud.4 70 Even if consumers were given unlimited access
to their JOT data, they are unlikely to be able to manipulate and
aggregate the data in the same manner as companies to glean the same
information that could be used to target them for contracting.

Currently, the terms and conditions of websites routinely imply that
data collection is being done mainly to benefit consumers, but
companies clearly do not collect consumer data only to meet the needs
of their customers.471 For instance, Amazon's privacy policy states,
"[w]e use the information that you provide for such purposes as
responding to your requests, customizing future shopping for you,
improving our stores, and communicating with you.

' 472 The policy also
states, "we are not in the business of selling [information about our
consumers] to others," but the notice then goes on to provide exceptions
to this policy where consumer information may be disclosed, such as
upon the purchase and sale of subsidiaries and business units and upon
the acquisition of Amazon by a third-party company.473 The language
used in Amazon's terms of use to describe the class action waiver

469. See id. The McKinney research firm estimates that at least forty percent of the economic
value of the JOT will not be achieved if interoperability issues remain unresolved. Manyika et al.,
supra note 31. The Institute of Electrical and Electronic Engineers has called for the adoption of the
time sensitive networking standard to aid in the resolution of interoperability issues in the industrial
JOT. Todd Walter, It's About Time: The Evolving Time-Sensitive Networking Standard for the
Industrial JoT, DESIGN WORLD (Jan. 11, 2016), http://www.designworldonline.com/its-about-time-
the-evolving-time-sensitive-networking-standard-for-the-industrial-iot.

470. See FED. TRADE COMM'N, supra note 317, at 9-12. The FTC has also expressed concerns
about companies drawing conclusions from big data and then discriminating against consumers as
correlation does not imply causation. Id. at 9.

471. See, e.g., Amazon.corn Privacy Notice, AMAZON, http://www.amazon.com/gp/help/
customer/display.htmlnodeld-468496 (last updated Mar. 3, 2014).

472. Id.

473. Id. Consumer information can also be disclosed to affiliated businesses and third-party
service providers and to further promotional offers, per the Amazon notice. Id.
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implies that the provision is fair to both consumers and Amazon, as both
parties are waiving the right to sue on a class action basis.474 The ability
to bring suit on a class action basis is more valuable to consumers than
to businesses.

As part of its advertising business, Amazon has created targeted
audiences for marketers based on consumer purchasers, which allows
specific marketers to bid on advertising to specific consumers.47  Data
about consumer purchases via inter-connected devices may be sold to
consumer data companies, such as Datalogix, and data brokers who, in
turn, sell this information to companies that will use the data to
market products directly to consumers.476 While there may ultimately
be some restrictions placed on the data that companies may collect
from JOT devices, the amount and type of information available to
companies about individual consumers in the age of the JOT is likely to
increase, and the resulting information asymmetry will favor companies
over consumers.

477

474. Amazon's terms of use provide as follows: "We each agree that any dispute resolution
proceedings will be conducted only on an individual basis and not in a class, consolidated or
representative action." Conditions of Use, supra note 19.

475. See Ginny Marvin, Big Data: Amazon Set to Sell Advertisers on Its Trove of Consumer
Buying Data, MARKETING LAND (Jan. 22, 2013, 3:21 PM), htp://marketingland.com/big-data-

amazon-set-to-sell-advertisers-on-consumer-buying-dat31344-31344.
476. See Lois Beckett, Everything We Know About What Data Brokers Know About You, PRO

PUBLICA (June 13, 2014, 12:59 PM), http://www.propublica.org/article/everything-we-know-about-
what-data-brokers-know-about-you.

477. See Internet of Things: Hearing Before the Subcomm. on Courts, Intellectual Prop., and

the Internet of the Comm. on the Judiciary, 114th Cong. 3-4 (2015) (statement of Jerrold Nadler,
Ranking Member, Subcomm. on Courts, Intellectual Prop., and the Internet) (discussing data
collection and privacy concerns). The FTC has encouraged companies using IOT devices to adopt
its recommended best practices, which include data minimization and the use of measures to keep
unauthorized users from accessing a consumer's device, data, or personal information stored on the
network. See FTC Report on Internet of Things Urges Companies to Adopt Best Practices to

Address Consumer Privacy and Security Risks, supra note 394. The FTC has acknowledged the
importance of providing consumers with notice and a choice in connection with data collection.
FED. TRADE COMM'N, INTERNET OF THINGS: PRVACY AND SECURITY IN A CONNECTED WORLD 39-

40 (2015), https://www.ftc.gov/system/files/documents/reports/federaml-trade-commission-staff-
report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf. However, with
respect to the JOT, the FTC has also stated:

[C]ompanies should not be compelled to provide choice before collecting and using
consumer data for practices that are consistent with the context of a transaction or the
company's relationship with the consumer. Indeed, because these data uses are generally
consistent with consumers' reasonable expectations, the cost to consumers and
businesses of providing notice and choice likely outweighs the benefits.

Id. at 40.
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D. Economic Justifications for Information
Asymmetry

A fourth objection is that, given conscious consumer ignorance,
information asymmetry in consumer contracting is to be expected, and
any resulting information asymmetry in favor of companies can be
rationalized using economic justifications. Obtaining information is
costly and, therefore, those who have paid to obtain such information or
through their own innovation have created JOT devices should be
rewarded over those who have not.47 Further, information asymmetry is
necessary for the functioning of proper markets.47 9 Buyer and seller
information asymmetry encourages efficient use of resources.4"'
Following this line of argument, businesses, rather than consumers, are
likely to be able to bear the cost of paying for relevant information.
Therefore, manufacturers and sellers of JOT devices should be able to
collect, use, and sell data generated by JOT devices and reap the benefits
of such data collection and the resulting information asymmetry. A
second related argument is that warranties provided by sellers and
manufacturers can guard against the negative effects of information
asymmetry and that products liability law can adequately protect
consumers in the JOT setting.48i However, given the frequency with
which large retailers and manufacturers limit or fully disclaim
warranties, the effectiveness of warranties in solving this problem is
questionable. Further, products liability is only relevant to the extent that
consumers are injured by a company's defective product.

As to the first argument, manufacturers and retailers who invest in
the JOT are obviously entitled to expect a return on their investment, and
it is likely that there will always be some level of information
asymmetry in consumer contracts regardless of the context. This does
not mean that contract law should fail to consider the ways in which
these new technologies may disadvantage consumers in contracting to
the benefit of companies. The law certainly cannot ignore the data
collection and privacy implications of the JOT.

Consider that RadioShack attempted to sell its 100-million-
consumer database, containing consumer addresses and phone numbers,
as part of its bankruptcy asset sale.482 As previously discussed, JOT

478. Franklin, supra note 301, at 562.
479. Unger, supra note 319, at 626.
480. See Ramsay, supra note 466, at 116, 125-26 (noting that buyer-seller information

asymmetry promotes the efficient use of resources).
481. See Nayyar, supra note 302, at 514.
482. Paula Rosenblum, Bankrupt RadioShack's Attempts to Sell Customer Data Meets

Resistance, FORBES (Mar. 24, 2015, 2:55 PM), http://www.forbes.com/sites/paularosenblum/
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devices are expected to generate even more data about consumers."'
Should a company that has obtained data about consumers and
individuals in their household via JOT devices (such as, health and
biometric data, including fingerprint scans, stress levels, scans of retinas
and irises, voice patterns, facial patterns, and hand measurements) be
able to sell these types of consumer data during bankruptcy to satisfy
debts to creditors? Or, should a company be able to use these types of
consumer data as collateral in a secured financing transaction under
Article 9 of the UCC, even when the company has made promises to
consumers about protecting their information? These are questions that
cannot be easily answered by relying on the justification that, because a
party has paid for the data or has invested in obtaining the information,
the sale and collateralization of the data should be possible.

VIII. CONCLUSION

The JOT will allow devices, businesses, and consumers to make
more valuable connections.484 One such useful connection is the
convenient and easy facilitation of the purchase and sale of goods and
services. The application of e-commerce statutes, agency law, and
contract law principles found in Article 2 and the Contracts Restatement
to JOT Contracts to evaluate mutual assent, unconscionability, good
faith, mistake, and misrepresentation may lead to problematic results for
consumers.48 6 The increased interconnectivity generated by the JOT
brings along with it certain concerns including exacerbating preexisting
information asymmetry and Contract Distancing in consumer contracts
to the benefit of businesses.4 7 This may encourage consumers to
continue to fail to review and understand contract terms, lead businesses
to continue to include one-sided contract terms in form contracts, and
encourage contractual abuse. The types and amount of data that will be
generated by JOT devices will increase companies' knowledge about the

2015/03/24/bankrupt-radioshacks-attempts-to-sell-customer-data-meets-resistance. Other companies
have also attempted to sell consumer data after they filed for bankruptcy. See Walter W. Miller, Jr.
& Maureen A. O'Rourke, Bankruptcy Law v. Privacy Rights: Which Holds the Trump Card?, 38
Hous. L. REV. 777, 790-92 (2001) (discussing the sale of consumer data in bankruptcy proceedings,

and acknowledging that the practice is common); Daniel Solove, Going Bankrupt with Your
Personal Data, TEACH PRIVACY (July 6, 2015), https://www.teachprivacy.com/going-bankmpt-

with-your-personal-data (explaining the use of consumer data by some companies as an asset).
483. See supra notes 308-19 and accompanying text.
484. Evans, supra note 30, at 2.
485. See supra notes 80-97 and accompanying text.

486. See supra Parts III-IV.

487. See supra Part V.
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health, lifestyle, and everyday activities of consumers and individuals in
their households and communities.

Courts should adjust their application of common law agency and
contract law principles, as well as that of Article 2, by considering
IOT information asymmetry and Contract Distancing. The IOT will
create a new contracting environment in which interface-free automatic
shopping and consumer use of electronic agents is widespread.488 Courts,
the ULC, and the ALI must acknowledge this new contracting
environment and ensure that consumers are adequately protected in the
age of the IOT.

488. See supra notes 1-11 and accompanying text.
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